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Caesar Cipher {4 %

e Gaius Julius Caesar (100 BC — 44 BC)
e BB 5 RAE LIt/ EA
e Caesar Cipher ,
e ¥fF5 (Encode) :A<>0,B>1,..,Y<>24,72<> 25 \
e B¥ < (Plaintext) : SPY (18 15 24)
e B < (Ciphertext):VSB (2118 1)
e “v @ (Encryption): c=p+3 mod 26
* i%% (Decryption): p=c—3 mod 26
* %4 (Key) k=3



http://en.wikipedia.org/wiki/Image:Julius_caesar.jpg

Symmetric Cryptosystem ¥4 % #8 4 3t

ﬁncrvpt b \

Plaintext p# < Symmetric Key (o Ciphertext % <

\Decrypt [EX %,/

AES (Advanced Encryption Standard), DES (Data Encryption Standard)




A
) 4

Private Key & > Public Key
LN FEE

o L4 NGRAE s ALen® > AAAH GBI
o F Tk fiZ ¢ RSA
o AT HcF 42 ¢ DHKE (Diffie-Hellman Key Exchange),
DSA (Digital Signature Algorithm), ECDH £ ECDSA %
ECC (Elliptic Curve Cryptosystems)




Public-Key Cryptosystem =>4 % 78 % st

Encrypt 4 3

Public Key 2 4% Qo

Plaintext p? =

Private Key - 4% (@ww



Digital Signature # > & &

Message 3t j,

Private Key # 4% Q>

Public Key = 4% (@

U Signature % %

Verify % 3
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Quantum & +

e Quantum Computing & + 3+ ¥
—fl* 234 BREMEFEGE
* Quantum Cryptanalysis & + &L %
_ Ijﬂ-—ﬂ-“"‘ ﬁiﬁ” ,{% ;‘4 25, |

« Shor’s algorithm — = 4% 278 % 3%

. Grover’s algorithm — ¥4 %75 & st
— i 1 QKD & PQC



Shor’s Algorithm

 Peter Shor (AT&T’s Bell Labs) ** 1994 % I criF & ;=
A K EF BT A B A (large scale, 2000+ qubits)
CIE Y (universal) T+ R VRBRER S vy R
/\{E% g1 ’E% /J ""‘

o LR FlHcA N ff(ﬁ%tf’ %g > # L % Order-
Finding Problem (3 4 z_ r*‘i’-J (group) & 35 ~ %

"F# ) (order)) > £ 1 * £ F & | E # £ (Quantum
Fourier Transform) 3+ % 18 ;7\ =T N A



Grover’s Algorithm

DR AL BB kB & Sl - 2
® 7 4 RSA/ECC »% % 38 ;% EEF'WJ?»/EE‘;)?#? = ‘%"WZJY'J

F R RS G B

%"ﬁ » 4 AES-256 17 4 128 = A e + & > 4k
BRI T A RS HEe J) £F i @4 (superposition)
FH v EIRFTFELE gk L Sd PR

(phase inversion) £2 - }5%s & (inversion about mean)

B it ooy ? PGH BRISAT R FIEF X



b ) omiE A (e (e

QKD & + B4~ fie

+ %44 BT (QKD, Quantum Key Dlstrlbutlon) ] #
Jg;‘[&br/—l’ ’ 1%15 ]L% /% T Klibﬁm\
> R AR LA A R rfE R
A 4 «fr/n\ﬁjo%% A @ﬁﬂx{f?? Fgf“:;m 5
“"fﬁ + > QKD ¥ ¥&r AES F $H4i5 A5 ks

5, 2 (QC, Quantum Cryptography) & %
Fla v AT+ RBEY BF Lk S
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PQC i

3+ %75 % (PQC, Post-Quantum Cryptography)
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« e @3 iF ShoriF b
 IBM e 7-qubit & F+ 7 & ¥

%% 2001 &
A j215=3x5

Algorithms for Quantum Computation:

|_Discrete Logarithms and Factoring

Peter W. Shor
AT&T Bell Labs
Room 2D-149
600 Mountain Ave.
Murray Hill, NJ 07974, USA

Abstract

A computer is generally considered to be a universal
computational device; i.e., it is believed able to simulate
any physical computational device with a cost in com-
putation time of at most a polynomial factor. It is not
clear whether this is still true when quantum mechanics
is taken into consideration. Several researchers, starting
with David Deutsch, have developed models for quantum

[1, 2]. Although he did not ask whether quantum mechan-
ics conferred extra power to computation, he did show that
a Turing machine could be simulated by the reversible uni-
tary evolution of a quantum process, which is a necessary
prerequisite for quantum computation. Deutsch [9, 10] was
the first to give an explicit model of quantum computation.
He defined both quantum Turing machines and quantum
circuits and investigated some of their properties.

The next part of this paper discusses how quantum com-

16
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IBM’s 50-qubit
gquantum computer
November 2017

Intel’s 49-qubit
chip “Tangle-Lake”
January 2018

. Google’s 72-qubit
chip “Bristlecone”
March 2018

17



X
IBM's 53-qubit
Quanfum
IB"M‘d" ) ‘ Computer
System Onel il 1 R PR October 2019
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#-E + F 1% (Supremacy) ?

CEO Sundar Pichai with
one of Google's quantum
computers in the Santa
Barbara lab. October 2019
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* When will a (large-scale) quantum
computer be built?

—“There is a1 in 7 chance that some
fundamental public-key crypto will be
broken by quantum by 2026, and a 1
in 2 chance of the same by 2031.”

— Dr. Michele Mosca, (april 2015)

20
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Kl'henrem (Mosca): If x + v > 7, then worry!

wwwwwwwwwwwwwwww

~N

What do we do here??

¥
z
secret keys revealed

\_ — > )

e x — time of maintaining data security
* y —time for PQC standardization and adoption

e 7z —time for quantum computer to be developed

21



% K N|ST%F ¥ PQC R 7JL %
£ NSA s B
A O T R S e
PQC & ™ 7

A 12 PQC p= it

22



]
!
|
L

B33 HE R

NIST Crypto Standards ‘

l

B IR s

por

v

ublic key based

— Signature

establishment
(SP 800-56A/B/C)

v

Symmetric key based

Tools

RNG (800-90A/B/C)
— KDF (800-108, 800-135)

| | I | | I | | I | | I | | I

_ AES (FIPS 197 )

TDEA (800-67)
— Modes of operations

(800 38A-38G)

_ SHA-1/2 (FIPS 180) and SHA-3
(FIPS 202)

— Randomized hash (800-106)
— HMAC (FIPS 198)

I SHA3 derived functions (parallel

hashing, KMAC, etc. (800-185)

V

Guidelines

— Transition (800-131A)

— Key generation (800-133)

— Key management (800-57)

Source: NIST



NIST PQC Standardization Timeline

Aug 2016 — Draft submission requirements & evaluation criteria
Dec 2016 — Final requirements and criteria
Nov 2017 — Deadline for submissions (69 algorithms)
Apr 2018 — 15t PQC Standardization Conference (Fort Lauderdale, FL)
Jan 2019 — 2" Round candidates announced (26 algorithms)
Aug 2019 — 2nd pQC Standardization Conference (Santa Barbara, CA)
Jul 22,2020 — 3™ Round candidates announced
e 7 Finalists and 8 Alternates
Jun 7-9, 2021 - 37 PQC Standardization Conference (Virtual)
e 2022-2024 — Draft standards available



Third PQC Standardization Conference

f v

REGISTRATION

The NIST Post-Quantum Cryptography Standardization Process has entered the third phase, in which 7 third round finalists
and eight alternate candidates are being considered for standardization. NIST plans to hold a third NIST PQC Standardization
Conference in June 2021 to discuss various aspects of these candidates, and to obtain valuable feedback for the final
selection(s). NIST will invite each submission team of the 15 finalists and alternates to give a short update on their algorithm.

The conference will take place virtually.
Call for Papers

« Submission deadline: April 23, 2021
« Notification date: May 7, 2021
» Conference Dates: June 7-9, 2021

Conference Inquiries: pqc2021@nist.gov

Registration Info

Registration Fee: 525.00 USD

REGISTER

The link to attend the meeting will be sent to registered attendees on June 3, 2021.

https://csrc.nist.gov/events/2021/third-pgc-standardization-conference

25


https://csrc.nist.gov/events/2021/third-pqc-standardization-conference

PQC Standardization Process: Third Round Candidate Announcement

July 22,2020

It has been almost a year and a half since the second round of the NIST PQC Standardization Process began. After careful consideration,
NIST would like to announce the candidates that will be moving on to the third round. The seven third-round Finalists are:

Third Round Finalists Alternate Candidates

Public-Key Encryption/KEMs Public-Key Encryption/KEMs

Classic McEliece Code-Based BIKE:

CRYSTALS-KYBER Lattice-Based Frod;)KEM

NTRU Lattice-Based HQC NIST intends to select, at

SABER Lattice-Based NTRU Prime most, one Lattice-Based for
SIKE the standard in each category

Digital Signatures

CRYSTALS-DILITHIUM  Lattice-Based
FALCON Lattice-Based
Rainbow Multivariate

Digital Signatures

GeMSS

Picnic

SPHINCS+ Hash-Based

https://csrc.nist.gov/News/2020/pqc-third-round-candidate-announcement 26
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NEWS | Oct. 26, 2020

NSA Cybersecurity Perspectives
on Quantum Key Distribution and
Quantum Cryptography

- In response to requests from mission customers, NSA is publicly sharing
guidance on quantum key distribution (QKD) and quantum cryptography
(QQ) as it relates to securing National Security Systems (NSS). Sharing
guidance that was previously kept within internal government channels
represents one aspect of NSA's efforts to be more transparent in the way
that we secure our nation’s most sensitive systems and engage with the
greater cybersecurity community.

https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2394053/nsa-cybersecurity-perspectives-on-

quantum-key-distribution-and-quantum-cryptogr/

29
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other system owners, but not for NSS. QKD is a method for using the physics
of quantum mechanics to create a shared secret between two parties. While
it has great theoretical interest and has been the subject of many widely
publicized demonstrations, it suffers from limitations and implementation
challenges that make it impractical for use in NSS operational networks. For

more details, please read NSA's QKD and QC guidance. _

NSA considers cryptography based upon mathematical algorithms to be a
better alternative for securing National Security Systems against the threat

posed by future developments in quantum computing. The National Institute
of Standards and Technology (NIST) is in the late stages of creating standards
for public use. For more details, please review NSA's Cybersecurity

Perspective on Post-Quantum Cryptography Algorithms. As these families of

algorithms continue to evolve, NSA expects to select a single set of NIST
standards for use by commercial products within NSS.

NSA Cybersecurity remains committed to supporting efforts to develop,
adopt, and deploy secure post-quantum cryptography, which is vital to the
defense of our nation. 30



Technical limitations

1. Quantum key distribution is only a partial solution. QKD generates keying material for an encryption algorithm that provides confidentiality.
Such keying material could also be used in symmetric key cryptographic algorithms to provide integrity and authentication if one has the
cryptographic assurance that the original QKD transmission comes from the desired entity (i.e. entity source authentication). QKD does not
provide a means to authenticate the QKD transmission source. Therefore, source authentication requires the use of asymmetric
cryptography or preplaced keys to provide that authentication. Moreover, the confidentiality services QKD offers can be provided by
quantum-resistant cryptography, which is typically less expensive with a better understood risk profile.

2. Quantum key distribution requires special purpose equipment. QKD is based on physical properties, and its security derives from unique
physical layer communications. This requires users to lease dedicated fiber connections or physically manage free-space transmitters. It
cannot be implemented in software or as a service on a network, and cannot be easily integrated into existing network equipment. Since
QKD is hardware-based it also lacks flexibility for upgrades or security patches.

3. Quantum key distribution increases infrastructure costs and insider threat risks. QKD networks frequently necessitate the use of trusted
relays, entailing additional cost for secure facilities and additional security risk from insider threats. This eliminates many use cases from
consideration.

4. Securing and validating quantum key distribution is a significant challenge. The actual security provided by a QKD system is not the
theoretical unconditional security from the laws of physics (as modeled and often suggested), but rather the more limited security that can
be achieved by hardware and engineering designs. The tolerance for error in cryptographic security, however, is many orders of magnitude
smaller than in most physical engineering scenarios making it very difficult to validate. The specific hardware used to perform QKD can
introduce vulnerabilities, resulting in several well-publicized attacks on commercial QKD systems.?

5. Quantum key distribution increases the risk of denial of service. The sensitivity to an eavesdropper as the theoretical basis for QKD security
claims also shows that denial of service is a significant risk for QKD.

https://www.nsa.gov/what-we-do/cybersecurity/quantum-key-distribution-gkd-and-quantum-cryptography-qc/ 31
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Conclusion

In summary, NSA views quantum-resistant (or post-quantum) cryptography
as a more cost effective and easily maintained solution than quantum key
distribution. For all of these reasons, NSA does not support the usage of
QKD or QC to protect communications in National Security Systems, and
does not anticipate certifying or approving any QKD or QC security products
for usage by NSS customers unless these limitations are overcome.
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The apt reader will have noticed the absence of mention of Quantum Key Distri-
bution (QKD)' or of Quantum Cryptography in this text. This has been a deliberate
choice. QKD is a quantum technology application that has been available for many
years. It provides a guaranteed, by the laws of physics, secure way of distributing
and sharing secret keys that are necessary for cryptographic protocols. It essen-
tially offers key agreement services, but not authentication or message confiden-
tiality; for these services we need to rely on math-based cryptography. In other
words, QKD can complement a traditional cryptographic system and its setup re-
lies on pre-established authenticated communications channels. However, the ex-
istence of such an authenticated channel, presupposes that communicating par-
ties either have managed to privately exchanged a symmetric key in the past (e.g.,
by physically meeting) or are using public key cryptography. In the former case,

FTHRPEF LRI A R 4 A e
(QKD) & & 3 & E%? o eyt gﬁa&w{,&mo ...... |
b2 2R T f-NSA®Z 2 4pk > 383 L QKD -

https://link.zhihu.com/?target=https%3A//www.enisa.europa.eu/publications/post-quantum-
cryptography-current-state-and-quantum-mitigation/at_download/fullReport%23page20
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Google Security Blog

Experimenting with Post-Quantum Cryptography
July 7,2016

Posted by Matt Braithwaite, Software Engineer

Quantum computers are a fundamentally different sort of computer that take
advantage of aspects of quantum physics to solve certain sorts of problems
dramatically faster than conventional computers can. While they will, no doubt, be of
huge benefit in some areas of study, some of the problems that they are effective at
solving are the ones that we use to secure digital communications. Specifically, if
large quantum computers can be built then they may be able to break the asymmetric
cryptographic primitives that are currently used in TLS, the security protocol behind

HTTPS.

https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html 39
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(Infineon o . o
Products Applications Tools AboutInfineon Discoveries Careers

Press Generallnformation Press Releases Market News PressKits Media Pool Events Contacts

>Home > Aboutlinfineon > Press > PressReleases > Ready fortomerrow: Infineon demonstrates first pest-quantum cryptography on a contactles

Ready for tomorrow: Infineon demonstrates first
post-quantum cryptography on a contactless
security chip

May 30, 2017 | Business & Financial Press

Munich, Germany - 30 May 2017 - Due to their computing power, quantum computers have the disruptive potential to break various
currently used encryption algorithms. Infineon Technologies AG (FSE: IFX / OTCQX: IFNNY), the leading provider of security solutions, is
ready to provide a smooth transition from today’s security protocols to next-generation » post-quantum cryptography (PQC). The
company has now successfully demonstrated the first PQC implementation on a commercially available contactless security chip, as
used for electronic ID documents. This places Infineon in the pioneering position for encryption that withstands quantum computing
power,

https://www.infineon.com/cms/en/about-infineon/press/pressreleases/2017/INFCCS201705-056.html

40


https://www.infineon.com/cms/en/about-infineon/press/pressreleases/2017/INFCCS201705-056.html

& (¢ & newhopecrypto.org

NewHope

Post-quantum key encapsulation

NewHope .
https://newhopecrypto.org/index.shtml
NewHope is a key-exchange protocol based on the Ring-Learning-with-Errors (Ring-LWE) proo lem. It was submitted to the NIST post-quantum cry
NewHope made it into Round 2 of the standardization process but was not wcludedu Round 3. A summary of NIST's view on the 20 second- round did . .
and a rationale for the selection can be found in NIST Internal Report NISTIR 8309. The New! —!ope submission proposes four different instantiations: Star Wars- EpISOde IV - A NeW Hope (1977)

Google /# f & {- Infineon & * 7 ¥ 3% 8_NewHope
NewHope i& » NIST PQC &4 2 % - 5 > 2 RiE
Aﬂ:i%’ﬂéqﬁ ZxL‘ET E]D.ﬁ-/z‘z‘\lﬁ,i‘fﬁ‘

« Google @ =% - X F%k > FH* %’3}_%;‘#%—‘5 NTRU
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Cryptos: 10,286 Exchanges: 383

Name

0 Bitcoin BTC  Buy

Q Ethereum ETH Buy

Binance Coin EME Buy

o Tether USDT  Buy

ﬂ- Cardano ADA Buy

O Dogecoin DOGE

€ XRP XRP  Buy

Market Cap:

Price

$37,800.37

$2,800.95

$422.32

$1.00

$1.78

$0.3893

$0.9938

https://coinmarketcap.com/

$1,718,976,634,781

24h %

4 3.07%

- 6.23%

-11.84%

- 0.09%

- 7.07%

- 6.77%

4 5.27%

7d %

- 4.64%

- 12.54%

- 25.71%

- 0.07%

-18.81%

 25.49%

- 10.93%

24h Vol: $108,633,867,384 Dominance

Market Cap (0 Volume(24h) 0

$36,335,644,216

$708,120,165,823 500,040 BTC

$30,297,335,515

$325,571,321,630 810000 £1h

$4170,046,980

$64,965,772,373 5,845,607 BNE

$76,853,206,334

$62'2?6'083'91? 76,770,735,077 USDT

$3,320,042,723

$56,787,685,755 1,873,399,825 ADA

$4,592,410,239

$50,637,802,000 11,780,639,966 DOGE

$3,393,091,791

$45,854,756,211 3,415,013,783 XRP

: BTC: 41.2% ETH: 19.0%

Circulating Supply 0

18,727,093 BTC

116,162,908 ETH

153,432,897 BNB

62,209,255,385 USDT

931,948,309,441 ADA

129,898,176,108 DOGE

46,151,013,329 XRP

2021.06.05 16:00

B ETH Gas: 14 Gwei VvV

Last 7 Days

IRRRRE
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Cryptocurrencies » Coins > Quantum Resistant Ledger

Quantum Resistant
Ledger

DEE VRN Coin  On 2,919 watchlists

& Website v Q Explorers (7 & Community v @ Chat (7

</> Source code (7 Whitepaper (7

Tags:
Mineable PoW Platform Distributed Computing View all

Market Cap © Fully Diluted Market Cap ©

$18,468,386 $26,162,181

A 4.31% a 430%

QRL

Quantum Resistant Ledger Price (QRL)

$0.2492 &5

0.000006618 BTC «1.77%
0.00008926 ETH +~1.40%

Low:$0.2241 High:$0.3145 24h~

Volume 24h ©

$60,452

v 5.00%

Volume / Market Cap
0.003256

@ Sponsored

Circulating Supply © @

74,121,517.01 QRL 71%
Max Supply © 105,000,000
Total Supply © 74121517

https://coinmarketcap.com/currencies/quantum-resistant-ledger/ 43
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SECURITY BY DESIGN

XMSS is a NIST-approved post-quantum secure digital signature
scheme

https://www.theqgrl.org/


https://www.theqrl.org/

SP 800-208

Recommendation for Stateful Hash-Based Sighature Schemes

f v
Date Published: October 2020 DOCUMENTATION
Author(s) Publication:

David Cooper (NIST), Daniel Apon (NIST), Quynh Dang (NIST), Michael Davidson (NIST), Morris

(2" SP 800-208 (DOI)
Dworkin (NIST), Carl Miller (NIST)

Local Download

Supplemental Material:

Abstract (A comments received (pdf)
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Signature (LMS) system and the eXtended Merkle Signature Scheme (XMSS), along with their 12/11/19: SP 800-208 (Draft)

multi-tree variants, the Hierarchical Signature System (HSS) and multi-tree XMSS (XMSS™7). 10/29/20: SP 800-208 (Final)

Keywords

cryptography; digital signatures; hash-based signatures; public-key cryptography TOPICS

Security and Privacy

Control Families digital signatures: key management; secure
None selected fasines

https://csrc.nist.gov/publications/detail/sp/800-208/final 45



https://csrc.nist.gov/publications/detail/sp/800-208/final

Merkle Tree in Merkle Signature (1979)
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Lattice & £

Given a basis B = {b, b,, ..., b} where b; € R"
Lattice is a discrete subgroup of R":

A(B) = BZ™ = {}j=; m;b; | m; € Z}
Shortest Vector Problem (SVP) :

Find a shortest x € A(B) \ {0}
Closest Vector Problem (CVP) :

Find a closest x € A(B) to a giveny € R"
Lattice basis reduction :

Given a “bad” basis, find a “good” basis such that SVP or CVP is easier
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Crypto Aqility: Considerations for Migrating to Post-
Quantum Cryptographic Algorithms

The NCCoE has released the final project description, Migration to Post-Quantum Cryptography.

Use the buttons below to view the publication

Download the PDF »

National Institute of Standards and Technology (NIST) National Cybersecurity Center of Excellence

CoE) has released the final project description, Mig

w.nccoe.nist.gov/projects/building-blocks/post-quantum-cryptography
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White Paper

Getting Ready for Post-Quantum Cryptography: Exploring Challenges
Associated with Adopting and Using Post-Quantum Cryptographic

Algorithms
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Abstract

Cryptographic technologies are used throughout government and industry to authenticate the
source and protect the confidentiality and integrity of infermation that we communicate and
store. The paper describes the impact of quantum computing technology on classical
cryptography, particularly on public-key cryptographic systems. This paper also introduces
adoption challenges associated with post-quantum cryptography after the standardization
process is completed. Planning requirements for migration to post-quantum cryptography are
discussed. The paper concludes with NIST’s next steps for helping with the migration to post-
quantum cryptography.
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Virtual Workshop on Considerations in Migrating to Post-

Quantum Cryptographic Algorithms
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NIST Introduction

* NSA Cybersecurity Directorate
* Center for Cybersecurity Standards

* Cybersecurity Directorate cryptanalysts continue analyzing
the PQC candidates. Given the expected widespread usage
(both in National Security Systems and by the public) of these
algorithms, this is one of our highest priorities

* We find the lattice algorithms to be strong and well-studied

* We are concerned about the inclusion of Rainbow as a Round
3 Finalist as it has not received the same level of cryptanalytic
scrutiny as the others, especially given the recent findings
against it

https://www.nccoe.nist.gov/file/mike-boylemp4
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NIST Network Operators

» Start determining where you utilize public key in your network i
* Access Control, Authentication, PIV/CAC cards
* VPNs, Webservers

* Some examples where you likely aren’t using public key
* Passwords / One Time Passwords

* Legacy Systems that will be around for a long time vs. new
systems running your PKI. Easier to update key agreement
than authentication.

* Upgrade Key Agreement -> Most of your communications
are secure.

* Upgrade all but one of your authentication roots of trust
-> all your systems are vulnerable.

https://www.nccoe.nist.gov/file/mike-boylemp4
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Post-Quantum Crypto Transition for
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Reference PQC Transition Timeline

NIST PQC standard finalized PQC rolloutcomplete Conventional cryptodeprecation
< 8- 5
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Establish crypto Identify crypto

agilitystandard _agilitysolution Mandate crypto agility

PQC prepa ration Vendor technology evaluation

Vendor PQC roadmap survey
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Security protocol standardization

>

PQC Adoption ‘Enforce crypto agilityand PQC PQC rollout
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Challenges with Crypto Agility

Crypto Agility Requirements

Crypto User (Application)

Crypto Provider (Solution)

. Cypto User (“Application”) should be agnostic to the algorithm (e.g.,
AES) and configuration (e.g., key length) used in performing crypto
operation.

. Application should perform cryptographic operation without having
to access raw keying material (e.g. master key, data key).

. Application code refactoring is permitted for integration with
another Solution or to take advantage of a new feature.

. Application Owner should ensure Solutionin use is supported
throughout the application and its data lifecycle/lifespan.

. Cryptographic Solution Provider (“Solution”) should provide crypto

agnostic API to its client (or Application).

. Solution should not provide Application with direct access to raw

key material (e.g., data key, master key).

. Solution should be committed to supporting future NIST crypto

standards and guidelines, including the post-quantum cryptography
standard.

. Solution should maintain backward compatibility, i.e., a newer

Solution version should be able to process ciphertext generated
froman older version.

. Interoperability with other Solutions is optional, but Solution should

provide utilities or APIs to convert its ciphertext to another
Solution’s.

https://www.nccoe.nist.gov/sites/default/files/6-Yassir-N1ST-%2020200819-8.pdf
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