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Caesar Cipher 凱撒加密

• Gāius Jūlius Caesar (100 BC – 44 BC)
• 羅馬帝國軍事與政治領導人

• Caesar Cipher
• 編碼 (Encode) : A  0, B  1, …, Y  24, Z  25

• 明文 (Plaintext) : SPY (18 15 24)

• 密文 (Ciphertext) : VSB (21 18 1)

• 加密 (Encryption) :  c = p + 3 mod 26
• 解密 (Decryption) :  p = c − 3 mod 26

• 密鑰 (Key) : k = 3
4
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Symmetric Cryptosystem對稱密碼系統

Plaintext 明文 Ciphertext 密文

Encrypt 加密

Decrypt 解密

Symmetric Key 

AES (Advanced Encryption Standard), DES (Data Encryption Standard)
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私鑰 與 公鑰

Private Key Public Key
容易計算

非常困難

⚫ 現今公鑰密碼系統的安全基礎為計算難題

⚫ 質因數分解：RSA

⚫ 離散對數問題：DHKE (Diffie-Hellman Key Exchange), 

DSA (Digital Signature Algorithm), ECDH與ECDSA等

ECC (Elliptic Curve Cryptosystems)
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Public-Key Cryptosystem公鑰密碼系統

Plaintext 明文

Ciphertext 密文

Encrypt 加密

Decrypt 解密

Public Key 公鑰

Private Key 私鑰
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Digital Signature數位簽章

Message 訊息

Signature 簽章

Sign 簽章

Verify 驗章

Private Key 私鑰

Public Key 公鑰
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Quantum 量子

• Quantum Computing 量子計算

– 利用量子力學特性進行計算

• Quantum Cryptanalysis  量子破密

– 以量子計算破解密碼系統

• Shor’s algorithm →公鑰密碼系統

• Grover’s algorithm →對稱密碼系統

– 防禦：QKD 或 PQC
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Shor’s Algorithm

• Peter Shor (AT&T’s Bell Labs)於 1994 發現的演算法，
未來若實現於成熟的大規模 (large scale, 2000+ qubits) 

通用型 (universal) 量子電腦，可破解現今所有標準
公鑰密碼系統

• 先將質因數分解或離散對數問題，轉化為 Order-
Finding Problem (於特定的「群」(group) 尋找元素的

「階」(order))，再利用量子傅利葉轉換 (Quantum 

Fourier Transform) 於多項式時間之內解出
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Grover’s Algorithm

• 影響所有對稱式密碼系統，安全參數縮減一半，
但不如 RSA / ECC於多項式時間被破解之威脅劇烈

• 若使用夠長的對稱式密鑰，量子計算並不構成威
脅，例如 AES-256 仍有 128 位元的量子安全參數

• 原理：給定布林函數，利用量子態疊加 (superposition) 

特性，可達成同時平行運算的效果；再經由相位轉換

(phase inversion)與對平均翻轉 (inversion about mean) 兩

操作，改變疊加態中的係數，最後很可能得到答案
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QKD 量子密鑰分配

• 量子密鑰分配 (QKD, Quantum Key Distribution) 利用
量子力學特性，使通訊雙方產生並分享隨機的、
安全的密鑰，對訊息加密和解密

• 僅用於產生和分配密鑰，不傳輸任何實質訊息；

實際運用上，QKD常與 AES 等對稱式密碼系統
一起使用

• 常與量子密碼學 (QC, Quantum Cryptography) 混為
一談，因為它是量子密碼學中最著名的例子
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PQC 後量子密碼學

• 後量子密碼學 (PQC, Post-Quantum Cryptography)

又稱抗量子計算密碼學，是現代密碼學的一個
研究領域，專門研究能夠抵抗量子電腦攻擊的
公鑰密碼系統

• 不同於量子密碼學，後量子密碼學使用現有的
電腦與網路，不依靠量子力學，其基礎是公認
無法被量子電腦有效解決的計算難題
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質因數分解
• 歷史上首次執行 Shor 演算法於 2001 年

• IBM 的 7-qubit 量子電腦可分解 15 = 3  5
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近年量子電腦發展加速
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IBM’s 50-qubit 

quantum computer
November 2017

Intel’s 49-qubit 

chip “Tangle-Lake”
January 2018

Google’s 72-qubit 

chip “Bristlecone”
March 2018
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IBM’s 53-qubit 

Quantum 

Computer

October 2019

全球第一台商用量子電腦
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CEO Sundar Pichai with 
one of Google's quantum 
computers in the Santa 
Barbara lab. October 2019

Google宣稱量子霸權 (Supremacy) ?



未來量子電腦發展預測

• When will a (large-scale) quantum 
computer be built?

– “There is a 1 in 7 chance that some 
fundamental public-key crypto will be 
broken by quantum by 2026, and a 1 
in 2 chance of the same by 2031.”

– Dr. Michele Mosca, (April 2015)
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因應時程

21

•𝑥 – time of maintaining data security 

•𝑦 – time for PQC standardization and adoption 

•𝑧 – time for quantum computer to be developed
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量子計算對美國現行國家標準的影響

NIST Crypto Standards

Public key based

Signature (FIPS 186)

Key establishment 
(SP 800-56A/B/C)

Tools

RNG (800-90A/B/C)

KDF (800-108, 800-135)

Symmetric key based

AES  (FIPS 197 ) 
TDEA (800-67)
Modes  of operations 
(800 38A-38G)

SHA-1/2 (FIPS 180) and SHA-3 
(FIPS 202)

HMAC (FIPS 198)

Randomized hash (800-106)

Guidelines

Transition  (800-131A)

Key generation (800-133)

Key management (800-57)

SHA3 derived functions (parallel 
hashing, KMAC, etc. (800-185) Source: NIST
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NIST PQC Standardization Timeline

⚫ Aug 2016  – Draft submission requirements & evaluation criteria  

⚫ Dec 2016  – Final requirements and criteria

⚫ Nov 2017  – Deadline for submissions (69 algorithms)

⚫ Apr 2018  – 1st PQC Standardization Conference (Fort Lauderdale, FL)

⚫ Jan 2019  – 2nd Round candidates announced (26 algorithms)

⚫ Aug 2019  – 2nd PQC Standardization Conference (Santa Barbara, CA)

⚫ Jul 22, 2020  – 3rd Round candidates announced

• 7 Finalists and 8 Alternates

⚫ Jun 7-9, 2021 – 3rd PQC Standardization Conference  (Virtual)

⚫ 2022-2024  – Draft standards available
24



https://csrc.nist.gov/events/2021/third-pqc-standardization-conference
25

https://csrc.nist.gov/events/2021/third-pqc-standardization-conference


Code-Based

Multivariate

Lattice-Based

Lattice-Based

Lattice-Based

Lattice-Based

Lattice-Based

Hash-Based

https://csrc.nist.gov/News/2020/pqc-third-round-candidate-announcement

NIST intends to select, at 

most, one Lattice-Based for 

the standard in each category
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https://csrc.nist.gov/News/2020/pqc-third-round-candidate-announcement


觀察與預測

• 美國的國家標準總是成為國際標準，全世界通用

• 為分散風險與配合不同應用，NIST在兩個類別都
很可能選擇至少兩個演算法作為國家標準

• 今年底或明年初，NIST將公佈獲選的演算法

• NIST或許在兩類別各先選其一，作為國家標準，
未來再公佈兩類別的第二選擇

• 數位簽章類別，可能出現「敗部復活」
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https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2394053/nsa-cybersecurity-perspectives-on-
quantum-key-distribution-and-quantum-cryptogr/ 29

https://www.nsa.gov/News-Features/Feature-Stories/Article-View/Article/2394053/nsa-cybersecurity-perspectives-on-quantum-key-distribution-and-quantum-cryptogr/


30



https://www.nsa.gov/what-we-do/cybersecurity/quantum-key-distribution-qkd-and-quantum-cryptography-qc/ 31
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過去從未見過「老大哥」NSA如此高度肯定或否定

一項技術，公開講得這麼絕、這麼直白 ……
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https://link.zhihu.com/?target=https%3A//www.enisa.europa.eu/publications/post-quantum-
cryptography-current-state-and-quantum-mitigation/at_download/fullReport%23page20 35

https://link.zhihu.com/?target=https%3A//www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/at_download/fullReport%23page20


Long-Term Security 長期安全 (第五章)

若資料的保密必須超過十年，且攻擊者有機會接觸並儲存
密文，則必須立即採取保護措施。否則，一旦攻擊者可使
用大型量子電腦，安全性即受損害。鑑於 NIST標準制定
流程仍將運行幾年，基本上有兩項可行方法解決此問題：

1. 轉移 (migrate) 至組合前量子 (pre-quantum) 和後量子 (post-

quantum) 公鑰密碼系統的混合實現 (hybrid implementation)

2. 概念上簡單，但實作複雜，將預共享 (pre-shared) 密鑰
混合至藉由 (前量子)公鑰密碼系統建立的所有密鑰中
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37

中譯：「聰明讀者會注意到，本文沒有提到量子密鑰分配

(QKD) 或量子密碼學。如此選擇是故意的。 …… 」

後文解釋原因，和 NSA 說法不盡相同，但都否定 QKD。
https://link.zhihu.com/?target=https%3A//www.enisa.europa.eu/publications/post-quantum-
cryptography-current-state-and-quantum-mitigation/at_download/fullReport%23page20

https://link.zhihu.com/?target=https%3A//www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/at_download/fullReport%23page20
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https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html 39
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https://www.infineon.com/cms/en/about-infineon/press/pressreleases/2017/INFCCS201705-056.html 40
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• Google 瀏覽器和 Infineon 晶片實作的都是 NewHope

• NewHope 進入 NIST PQC 標準制定的第二輪，但未進入
第三輪，因為有同類型演算法表現更好

• Google 已完成第二次實驗，採用第三輪決選者 NTRU 

https://newhopecrypto.org/index.shtml

41

Star Wars: Episode IV - A New Hope (1977)

https://newhopecrypto.org/index.shtml
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https://coinmarketcap.com/currencies/quantum-resistant-ledger/ 43
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https://www.theqrl.org/ 44
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https://csrc.nist.gov/publications/detail/sp/800-208/final 45
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Merkle Tree in Merkle Signature (1979)

http://commons.wikimedia.org/wiki/File:MerkleTree1.jpg http://commons.wikimedia.org/wiki/File:MerkleTree2.jpg

http://upload.wikimedia.org/wikipedia/commons/9/93/MerkleTree2.jpg
http://commons.wikimedia.org/wiki/File:MerkleTree1.jpg
http://commons.wikimedia.org/wiki/File:MerkleTree2.jpg


Lattice 晶格
• Given a basis 𝐵 = 𝑏1, 𝑏2, … , 𝑏𝑛 where 𝑏𝑖 ∈ ℝ𝑛

• Lattice is a discrete subgroup of ℝ𝑛:

Λ 𝐵 = 𝐵ℤ𝑛 = σ𝑖=1
𝑛 𝑚𝑖𝑏𝑖 | 𝑚𝑖 ∈ ℤ

• Shortest Vector Problem (SVP) :

Find a shortest 𝑥 ∈ Λ 𝐵 ∖ 0

• Closest Vector Problem (CVP) :

Find a closest 𝑥 ∈ Λ 𝐵 to a given 𝑦 ∈ ℝ𝑛

• Lattice basis reduction :

Given a “bad” basis, find a “good” basis such that SVP or CVP is easier
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量子計算威脅的應對之道

➢保持關注量子電腦的最新進展

➢持續追蹤後量子密碼標準制定

➢相關標準及法規與時俱進

➢評估並採用後量子密碼技術與產品

➢轉換至後量子密碼時代
60


